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Prevalence and Impact

1 Federal Trade Commission. Consumer Sentinel Network. Data Book 2021.
2 Burnes, Henderson, Lachs, etal. Prevalence of Financial Fraud and Scams Among Older Adults in the United States: A Systematic Review and Meta-Analysis. American Journal of Public Health 2017.

2.8M
Fraud complaints to FTC 

in 20211

25%
lost money totaling1

$5.9B
1:18

cognitively intact older adults 
est. scammed each year2

Unreported?

Americans receive 50 billion 
robocalls per year; est. almost 
half are fraudulent.



Non-Financial Impact

50% 44% 38% 35%

Severe Stress Anxiety Difficulty Sleeping Depression

Nearly 2/3 of victims reported 
experiencing at least one serious non-
financial cost of fraud

Source: FINRA Investor Education Foundation. Non-Traditional Costs of  Financial Fraud (2015) 



A Call 
from Ruth



Who is at Risk?
Victim Profiles & High Target Populations



Victim Profiles by Scam



Source: Better Business Bureau (BBB) Institute for Marketplace Trust, 2020 BBB Scam Tracker Annual Risk Report: Online Scams 
Rise during COVID-19 Pandemic

3 Riskiest Scam Types by Age



High Target
Populations

Older Adults

Previous Victims

Intimate Partner Violence



How Fraud Happens
Risk Factors & Tactics



Family Member

Trusted Advisors

Strangers

Leaders of Affinity 
Groups

Perpetrators of Financial Fraud



Elevating Emotions

Emotions
Fearful

Afraid

Angry

Excited



Tactics



Victims vs. Non Victims

Did not 
engage

47%

Engaged and 
not victimized 

30%

Engaged and 
victimized 

23%

Download the reports @ FINRAFoundation.org



How Mental Frames Guide Our Choices 

Education 
Experiences 
Socialization

Narratives Mental 
Frames Interpretation Choice

Optional or 
duty?

Lucky breaks 
or earned?

Personal responsibility 
or karma?

Knowledgeable 
or curious?

Source: Exposed to Scams: Can Challenging Consumers’ Beliefs Protect Them from Fraud? 
FINRA Foundation, BBB Institute for Marketplace Trust, University of Minnesota 
(September 2021)



Education 
Experiences 
Socialization

Narratives Mental 
Frames Interpretation Choice

Optional or 
duty?

Lucky breaks 
or earned?

Personal responsibility 
or karma?

Knowledgeable
or curious?

Source: Exposed to Scams: Can Challenging Consumers’ Beliefs Protect Them from Fraud? 
FINRA Foundation, BBB Institute for Marketplace Trust, University of Minnesota 
(September 2021)

How Mental Frames Guide Our Choices 



Victims were more likely to agree with these 
statements

Persuasion

Exposed to Scams: What Separates Victims from Non-Victims? FINRA 
Foundation, BBB Institute for Marketplace Trust, Stanford Center on 
Longevity (September 2019)

• They seemed official (Source Credibility)

• I was under time pressure (Scarcity)

• I thought the person was nice 
(Reciprocity)

• I worried about missing out on an 
opportunity (Scarcity)

Victims were much more likely to agree with 
these statements



Social Isolation

Among respondents who engaged:

• Those who did not have anyone 
available to discuss it with were more 
likely to lose money.

• Those who chose not to discuss the 
solicitation with anyone while it was 
happening were more likely to lose 
money.

“I talked to my kids and they said they were pretty sure it was a scam.”

Exposed to Scams: What Separates Victims from Non-Victims? FINRA Foundation, BBB Institute for Marketplace Trust, Stanford Center on Longevity (September 2019)



The Advocate’s Role In 
Supporting Victims



Everyone has their own fluctuating equilibrium of balancing stress in their 
daily life - trauma throws off an individual’s equilibrium

Is Fraud Victimization Traumatic?

Distress –

Eustress –

Traumatic
Stress –

– –
Normal
Stress



Trauma-Informed Approach

Safety

Trust & 
Transparency

Empowerment, 
Voice, & Choice

Collaboratio
n

Cultural, 
Historical, & 

Gender 
issues



Trauma-Informed Approach: 
4 Key Elements

Realize the impact of Trauma

Recognize the signs and Symptoms of 
Trauma

Respond by integrating knowledge about 
trauma into policies, procedures, and practices

Resist re-traumatization



• Recovery requires work.
• Reporting matters.
• There may be silence.
• Financial recovery is 

difficult to achieve.
• Reframing recovery.

Advocates are an important 
piece to preventing future 

victimization

Setting Realistic 
Expectations



Join or connect with existing MDT or FAST teams

o AG Consumer Protection
o State Crime Victim Coalition
o Adult Protective Services
o Area Agency on Aging
o Better Business Bureau
o FTC, CFPB, other federal agencies
o Civil Attorneys
o LEO, Prosecutors, Triad etc.

Collaboration & Coordination



Violent & Property Crimes: 
How We React

Oh, that 
poor family

I’ll bake them 
a lasagna



Financial Crimes: How We React 



I can’t believe 
I fell for this!

How could I be 
so stupid??

How Victims Talk About Themselves



Instead of this:
I can’t believe you got duped.

How could you fall for that?

Say this:
It’s not your fault.

Scammers are good at what they do; 
you are a victim of a crime.

Say This…Not That

Implies blame; 
Inspires shame

Shows empathy; 
Empowers victim



Be the Change

31

• Use words that acknowledge the crime and the 
sophistication of the criminal

• Respond to victims with empathy and concern

• Report the crime

#notthevictimsfault



Prevention & 
Intervention



Victims were more likely to agree with these 
statements

Knowledge is 
Power

BBB Scam Tracker Research: 
What reduced the likelihood of engaging?

Knowing 
about 

specific 
scam

Having 
experience 
with scams

Knowing 
about 

methods of 
scammers in 

general



Action Steps for Advocates

Safety Planning Resource Referral Mental Health Reporting



• Discontinue all engagement 
with perpetrator(s)

• Create a Case File

• Know Your Rights

• Report the Suspected 
Fraud Widely

Universal Steps



Support Survivor to 
Develop an Action Plan

Checklists Available at victimsofcrime.org/victim-recovery-checklist



Peer Support for Romance Scam Victims

FREE program of the Cybercrime Support Network:

● 1-hour weekly sessions for 10 weeks

● A licensed counselor to facilitate the groups

● Guidance to support mental well-being

● Education on cybercrime and online safety

● Closed, monitored group communications

To learn more about the Peer Support Program, visit:
FightCybercrime.org/Peer-Support

sponsored by:foundational funding by: in collaboration with:



Peer Support Program

“I would highly recommend this program. It will enable you to move 
forward with your life. You will find that you can get through this and 

be happy again. You will learn how to protect yourself on the 
internet.”

Peer Support Program Graduate

“I found that I was not alone, it gave me insight into how the scammers 
work. I learned what to look for and what to avoid on social media sites 
and became more aware of how to protect myself and my resources.”

Peer Support Program Graduate



MotivationAbility

TriggerSituational 
Factor(s)

Dysfunction 
that disrupts 

judgment 

Fraud 
attempt, 

catalyst that 
elicits 

emotional 
response

Persistent 
core need or 

value that 
drives 

behavior 

Ability to 
access funds 
and respond 
to perp’s ask

Tackle chronic 
susceptibility 

Buffer at point 
of transaction

Interrupt: structural 
interventions / education

Identify motivators: 
fulfillment, financial 

insecurity

Disrupting the Cycle of Fraud



Disrupt Ability: FINRA Rules

Trusted Contact
Requires firms 

to attempt to collect 
alternate contacts 

for investors

Pause on Transactions*
Allows firms to place temporary 

hold on transactions when 
fraud is suspected

*updated March 2022



Resources
Taking Action, NCVC, FINRA, and Others



Taking Action Guide

• Supporting individuals who 
experienced fraud

• Understanding fraud types
• Prevention tips
• Resources by fraud type

Guide can be downloaded at 
victimsofcrime.org/taking-action



VictimConnect Resource Center (VCRC):
a weekday helpline for all victims of crimes 
in the U.S. and its territories. Open from 
M-F from 8:30 am - 7:30 pm

Accessing Services
• Call or Text: 1-855-4Victim
• Chat: VictimConnect.org/chat
• Website: VictimConnect.org

VictimConnect Resource Center



FINRA Foundation & FINRA Resources

www.finrafoundation.org/fraudfighter

(844) 57-HELPS 
(844-574-3577) 

www.finra.org

http://www.finrafoundation.org/fraudfighter
http://www.finrafoundation.org/


FINRA BrokerCheck



• FTC Report Fraud Portal: 
www.reportfraud.ftc.gov

• Cybercrime Support Network: 
FightCybercrime.org

• CFPB resources on Debt 
Collection: 
https://www.consumerfinance.gov/ 
consumer-tools/debt-collection/

• National Elder Fraud Hotline: 
833–FRAUD–11 or 833–372–8311

• NCVC’s TTA Portal: 
www.ncvctta.org

Other
Resources

http://www.reportfraud.ftc.gov/
http://fightcybercrime.org
https://www.consumerfinance.gov/consumer-tools/debt-collection/
http://www.ncvctta.org/


Taking Action: Assisting Older Victims 
of Financial Fraud

THANK YOU 
for Attending!

Rachel Gibson, rgibson@victimsofcrime.org 
Christine Kieffer, christine.Kieffer@finra.org
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